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* Laurence Brewer <laurence. brewer@nara.gov> ' _ Thu, Apr 30, 2015 at 2:11 PM
To: "Wester, Paul" <paul. wester@nara.gov>

ROUTING LIST
Note: Paul, I'm assuming you will forward to Gary outside this AC process.

1. Paul Wester
2. Gary Stern

3. Paul Wester
3. Jean Cooke

Please review this draft correspondence to State re review of personal email of
former Secretary Clinton. |

-@ Clinton Review.pdf
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Laurence Brewer <laurence.brewer@nara.gov> Wed, May 6, 2015 at 10:19 AM
To: Jean Cooke <jean.cooke@nara.gov>

Jean here is the attachment

[Quoted text hidden]
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Margaret P. Grafeld

Deputy Assistant Secretary for Global Information Services
Bureau of Administration

U.S. Department of State

SA-2, Suite §000

515 22nd Street, NW

Washington, DC 20522-0208

Dear Ms. Grafeld:

At your request, the National Archives and Records Administration (NARA) has undertaken and
completed a detailed review of the email correspondence of former Secretary of State Hillary
Clinton that the Department identified as personal materials not meeting the statutory definition
of a Federal record. This review was conducted by myself and other senior NARA staff on April
24 and 28, 2015, at your offices in Washington, DC.

NARA’s review was completed according to a methodology approved by NARA’s General
Counsel on April 22, 2015 (see attached). Using these guidelines, NARA reviewed each of the
1,246 hard copy versions of emails sent or received by former Secretary Clinton that the
Department identified as personal. The goal of this review was to independently determine that
the Department correctly applied Federal statutes, regulations, and guidelines in identifying the
personal correspondence of the former Secretary.

I am pleased to report that NARA concurs with the Department’s determination that these
emails—with-one-exeepton; are personal in nature and do not meet the definition of a record as
defined in the Federal records Act, as amended.

We appreciate your prompt and thorough attention to this matter and look forward to working
with you on other pending issues related fo the management and disposition of the former

Secretary’s correspondence.

Sincerely,

PAUL M. WESTER, JR.
Chief Records Officer
for the U.S. Government
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Date: April 22, 2015
To: Paul M. Wester, Ir., Chief Records Officer for the U.S. Government (AC) 7
From: Laurence Brewer, Director, National Records Management Program (ACN)
Subject: Review of Personal Clinion Email |

Senior staff at the Mational Archives and Records Administration (NARA) will conduct a review
of each individual email sent or recéived by Secretary of State Hillary Clinton that has been
identified by the Department of State as a persona! email and therefore not a federal record. As
part of this review, NARA staff will validate whether the Départment has correctly applied
Federal statutes, regulations, and guidelines in making this defermination.

SCOPE

The Department of State received approximately 55,000 pages of emails from former Secretary
Clinton that she determined to be Federal records. Within this collection of emails, currently
maintained by the-Department’s Office of Information Programs and Services, the Department
identified 1,246 emails to be personal in nature, and therefore not meeting the statutory definition
of a record as defined in the Federal Records Act, as amended. According to NARA regulations,
personal files must be clearly designated as personal and maintained separately from records that
meet the Federal definition of the record (see 36 CFR 1222.20(b)).

NARA’s review will focus on the 1,246 hard copy versions of the emails identified by the
Departiient as personal. NARA will review each individual email to conduct an independent
determination of the appropriateness of this designation. If NARA determines that any individual
email is not of a personal nature (Le., relates to official agency business) either in full or in part,
NARA will advise the Department to refurn the ema(s) to the record collection of records
received from Secretary Clinton.

MNARA s review will be based on ex;si:mw Federal standards and will be conducted using the
following methodology.
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STANDARDS

NARA, staff assigned to review the collection of personal email records will refer to relevant
NARA regulations and guidance that define personal files and how they should be maintained
and managed:

Personal files (aiso called personal papers) are documentary materials belonging to an
individual that are not used to conduct agency business. Personal files are excluded from the
definition of Federal records and are not owned by the Government. {36 CFR 1220.18)

{1} I information about private matters and agency businesslappears it a received
document, the document is a Federal record. Agencies may make a copy of the document
with the personal information deleted or redacted, and treat the copy as the Federal
record.

{2y Materials labeled “personal,” “confidential.” or “private,” or similarly designated, and
used in the ransaction of public business, are Federal records. The use of a label such as
“personal” does net affect the status of documentary materials in a Federal agency. (36
CFR 1222.20) '

Records include all recorded information, regardless of form or characteristics, made or received
by a Federal agency under Federal law or in connection with the transaction of public business
and preserved or appropriate for preservation by that agency or its legitimate suecessor as
evidence of the orgenization, functions, policies, decisions, procedures, operations, or other
ativitiss oF the United States Government or because of the informational value of data in them.
{44 1.8.C. 3301{a) (2014%

METHODOLOGY

NARA staff reviewing the collection of personal emails identified by the Department should
consider the following questions and guidance, fo the extent possible, in making their
determination on whether each mdividual email is appropriately identified as personal (see
NARA’s Disposition of Federal Records, 1997):

Content, Does the email contain only substantive information about agency business, or dokes it
contain only mformation about the Secretary’s personal matters? Does it contain both official
and personal information?

Purpose. Was the email created to facilitate agency busingss, or was it created solely for
personal convenience?

Distribution. Was the email distributed to other Depariment staff for an official purpose?
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Use. Did other Department staff use the email or rely on the information in the email to conduct
agency business?

Segregation. Can substantive agency information in the email be segregated from any personal
information and exiracted for filing in the larger collection of emails meeting the Federal
defimtion of a record?

In addition to the above general guidance, NARA staff reviewing Secretary Clinton’s personal
emaii will assess information specific to each individual email, including:

{a} The subject of the email, names of sender and al! addressee(s}, and date and time the
message was sent. This information will facilitate evaluating the context of the message,
and ensures each message can be uniquely wentified and controlled;

(b} Amtachmients to an email that may be an integral part of the record. This information may
clarify whether a particudar email is personal or related to official agency business; and

{c) Number of pages of each identified email to verify the completeness and integrity of the
cotlection.

With consideration to the above general and specific‘ guidance, NARA staff will docurnent its
determination for each identified personal email. Using the Department’s hard copy report {i.e.,
inventory) that lists eath of the 1,246 personal emails, NARA will either validate the
Department’s detérmination, or recommend that email{s) be returned to the larger collection of

emails meeting the definition of a Federal record.
Fach NARA reviewer will annotate the provided inventory as follows:

{a) If the NARA reviewer agrees with the Department’s determination of personal, NARA
will indtial and date the entry,

{b} If NARA believes thie email meets the definition of a Federal record, in full or in part, the
entty should be lined through on the report indicating that the email should be removed
from the inventory of personal emails and returned fo the larger collection. The entry
should alsa be initialed and dated.

Upon comipletion of the review, NARA will retainn a photocopy of the inventory as evidence of
its actions and decisions on the colléction of emails identified as personal.
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